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Abstract

2D Gaussian-based image representation is becoming increasingly
popular, and our work proposes a new approach to steganogra-
phy by embedding information within Gaussian parameters rather
than image pixels. We first fit the parameters of this representa-
tion to the target image and employ a secret key to select a sub-
set of these parameters for fine-tuning, allowing us to embed an
8-bit message while maintaining high visual fidelity in the recon-
structed image. Thirty fitting experiments on three synthetic im-
ages show that the correct key can recover the message without
error, while decoding with incorrect keys yields a Bit Error Rate
(BER) of 0.543, close to random guessing. Compared with random
selection using the key, selecting the least-disturbing edits recov-
ers the message more reliably (one-sided p = 0.031), and the av-
erage PSNR cost is only 0.091 dB in visual quality. The embedding
method transfers to 112 natural images at 256 x 256 using 4,096
Gaussians. The correct-key BER is 0.000, and decoding under a
wrong key stays close to random guessing at 0.520. Our method
embeds the payload through three Gaussian parameter types: log-
anisotropy, opacity, and color luminance. In a separate nine-fit re-
duced setting, color luminance is removed, so the payload uses two
instead of three parameter types, a 33.3% reduction; all 256 Gaus-
sians remain in the fitted representation. The correct key still re-
covers the message without error. However, wrong-key BER rises
from 0.514 to 0.571, moving farther from random guessing (0.5).

CCS Concepts

« Computing methodologies — Image representations.
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1 Introduction

A 2D Gaussian-based image representation models an image as
a set of 2D Gaussian primitives [Zhang et al. 2024]. Meanwhile,
people often hide additional information, also known as a payload,
in images for purposes such as watermarking. The conventional
practice is to modify the pixel values of a given image in an imper-
ceptible way. However, whether information can be stored in the
parameters of image-space 2D Gaussian primitives and recovered
from the modified parameters remains underexplored.
Image-space neural watermarking and latent-space steganogra-
phy methods hide the payload in pixels or latent representations,
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and can be decoded from the reconstructed image [Bui et al. 2023;
Tancik et al. 2020; Zhu et al. 2018]. 3D-GSW embeds watermarks in
3D Gaussian scenes and recovers them from rendered images [Jang
et al. 2025]. GaussianMarker extracts messages from both Gauss-
ian parameters and rendered images [Huang et al. 2024a]. Our pay-
load is read from the fitted image-space 2D Gaussian parameter set,
whereas the rendered image alone is insufficient for decoding. This
parameter requirement adds an extra layer of security because an
image-only copy does not provide the modified Gaussian param-
eters required by the decoder. If one refits a new set of Gaussian
parameters from the rendered image, the hidden information is not
retained. We therefore focus on sharing the parameter set itself.
Our method starts by identifying Gaussians to hide the secret
information with the help of a secret key. Among the Gaussians
that can be safely modified, the key generates a repeatable set of
candidates and maps their parameter changes to the message bits.
We then select the least-disturbing combination that encodes the
message. We recover the embedded information from those Gaus-
sians using the same secret key. In our tests, the tested wrong keys
yield a mean BER close to 0.5. We evaluate our method against
two baselines: (1) random selection with the key; and (2) selec-
tion of the least-disturbing edits without the key. Notably, we
find that reducing the available parameter types preserves correct-
key recovery but moves wrong-key decoding farther from random
guessing. We have released our code in the project repository.

2 Method

2D Gaussian Image Representation. We work with a bounded
image-space formulation built from 2D Gaussian primitives [Zhang
et al. 2024], following the pipeline in Figure 1. This differs from
3D Gaussian Splatting (3DGS), which represents 3D scenes with
3D Gaussian primitives [Kerbl et al. 2023]. We represent an image
with N primitives G;. Each primitive G; is parameterized by a cen-
ter offset y; € R?, a scale vector s; = (S sy,l-)T € R?, an in-plane
rotation angle 6; € R, an RGB color vector ¢; € [0, 1]3, and an opac-
ity o5 € [0,1]. Let P = {(t;, 53, Sy,i» s ¢;, o)} denote the param-
eter set of all primitives. We render the image on the normalized
2D image grid x = (x, ¥) by accumulated blending,

. N
I0=) aG®e, ¢)
i=1

where 1
Gi(x) = exp(—2(x = )57 (x = 1),
%; = R(§) diag(s?;, s2 ) R6),
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Figure 1: System overview. A clean 2D Gaussian carrier is fitted from an input image. Canonical carrier channels are analyzed
and scored. Keyed carrier assignment selects signed parameter updates, and decoding compares correct-key recovery against

wrong-key behavior.

with R(6;) the in-plane rotation matrix. There is no transmittance,
depth ordering, or multiview consistency in this bounded 2D set-
ting, and our method acts directly on the parameters of G; to hide
the desired payload.

Clean Image Fitting. First, we fit the target image by optimizing
P over {G;}Y,. On the normalized grid, we obtain P by minimizing

P arg mgn £(i(~; P, I*) ,

()
£(1(5P), 1) = Z [iGts P) — 1 G-
Here, I(x,,; P) denotes the image rendered from P at sampled pixel
Xm, m € {1,..., M}, and I" is the target image. Figure 2 shows the
source images, clean fits, and embedded reconstructions.

Canonical Parameterization and Carrier Channels. We utilize a
subset of Gaussian parameters as the carrier. Following the scale-
rotation covariance parameterization used in Gaussian splatting
[Huang et al. 2024b; Kerbl et al. 2023], carrier design uses a canon-
ical parameter space instead of the raw (s, 5y, ) representation.
Let Smajor,i = max(sx,b sy,i) and Sminor,i = min(sx,is sy,i)~ Swapping
the axis ordering rotates the angle by /2 and wraps it into [0, 1),
giving a canonical major-axis angle O,jor ;- From these we derive
two scale summaries:

log Ai = log(smajor,isminor,i)s

Smajor,i )
©)

logk; = log(
sminor,i

giving log-area and log-anisotropy. This removes the axis-ordering

ambiguity and makes scales directly comparable. Guided by the fit-

ted distributions in Supplementary Figure S2, we use three carrier

channels for the payload: log-anisotropy, opacity, and color lumi-

nance Y; (the luminance of ¢;). We exclude rotation because angular

edits are less stable; log-area and position are diagnostics.

Parameter-Domain Embedding Formulation. Given a payloadb €
{o, l}B and a secret key k, we modify the fitted clean parameter
set Pinto P. When decoding with k, the payload can be decoded
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Figure 2: Clean Fit vs. Embedded Reconstruction. We refer to
the clean fit as the reconstruction of a source image from our
pipeline without payload embedding, whereas the embed-
ded case additionally applies the keyed embedding pipeline.
Images are 64 x 64 pixels. Source photographs are by Chris-
tian Widell and Christian J. Leuner, respectively.

correctly, while decoding under other keys should remain near
chance on average. In our experiments, b is an 8-bit ASCII charac-
ter, though the formulation handles any bit vector. Unlike existing
3DGS algorithms, our pipeline neither adds nor removes any G; in
the reconstruction process. We keep ¢; and ¢; independent to avoid
removing a payload channel.

Cost-Aware Carrier Scoring. For every signed action (i, £, +), where
¢ indexes the candidate channel, we define four cost terms: ren-
dering sensitivity o; ¢, distribution shift dz %, visual 1mp0rtance Vigs
and outlier-value penalty ¢ ;. Their weighted sum is pil = ws0jp +
wddi,if +wy v ¢ + Wi . A sensitivity analysis of these weights is pro-
vided in Supplementary Section S7.
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Structure-Aware Region Policy for Periodic Images. Since periodic
structures are visually sensitive to parameter perturbations, we
partition the fitted Gaussians into three regions with different car-
rier permissions and perturbation strengths: the “periodic core”,
“transition band”, and “generic region”. We estimate a dominant
spatial frequency from the source and determine the stripe-normal
direction and its orthogonal tangent. For each Gaussian we mea-
sure three components contributing to the periodicity score: repe-
tition intensity r;, direction alignment a;, and normalized edge sup-
port e;. Their product defines the periodicity score ¢; = r;a;e;. See
Supplementary Section S2 for details.

« “Periodic core” — values above the 75th percentile. It re-
tains only Y;, with a scale factor of 0.5.

« “Transition band” — values above the 50th percentile, after
excluding core members; lower-percentile primitives can
also enter when edge and repetition strength are high. It
uses scale factors of 0.5 for o; and 0.75 for Y.

+ “Generic region” — the rest. These use the payload-channel
set (log k;, &5, Y;) with a perturbation scale factor of 1.0.

We select these percentile cutoffs empirically in preliminary ex-
periments. They remain fixed in all reported runs and may not be
optimal for every image. Not all eligible G; are safe carriers: we
exclude rotation entirely, and further filter out candidate actions
located in high-edge, high-importance, or stripe-aligned periodic
positions before assignment. We organize the remaining carrier
actions into keyed 4-bit blocks: the key determines the initial can-
didate signed actions and the block parity mapping from signed
actions to payload bits. Block assignment then follows a syndrome-
inspired method [Filler et al. 2011]: signed actions are selected ac-
cording to the region-dependent channel rules and coverage bal-
ancing constraints, which limit the concentration of selected ac-
tions. Concretely, the assignment minimizes the total action cost
i piﬁy subject to the key-induced parity constraints. A signal-to-
noise score then refines the less reliable block assignments. In peri-
odic sources, the cost avoids luminance edits where they are most
visible, preferring scale (log x;) and opacity (¢;) edits.

Embedding Optimization and Regularization. Once a keyed as-
signment is in place, we fine-tune selected carriers to embed the
payload while keeping image and parameter distribution close to
the clean fit. We minimize

Lembed = Amsg £msg + Aid Lhid @)

+ Aimp ”Cimp + Akey L‘key + Aaux Laux-

The five terms enforce message recovery, rendered-image fidelity,

parameter-distribution similarity, key specificity, and auxiliary ro-
bustness, respectively. See Supplementary Section S3 for details.

Decoding and Wrong-Key Evaluation. Decoding uses the embed-
ded parameters P, the corresponding clean reference parameters
P, and an assignment map produced by the encoder under key k.
The map specifies which parameter changes to read and how to
convert them into message bits. Decoding reads the realized action
scores from the deviation P— ﬁ thresholds them into per-action bi-
nary decisions, and applies the block parity mapping to recover f)k.
See Supplementary Section S2 for the extraction rule. The primary

metric is bit error rate,
1 LA
BER(b, b) = - Moafbe; = b (5)
J=1

Correct-key BER checks whether the payload survives embedding.
Wrong-key BER evaluates decoding under assignments generated
from unrelated keys. Wrong-key BER near 0.5 indicates key speci-
ficity, with larger deviations indicating weaker specificity.

3 Implementation

Training. We first optimize a clean Gaussian fit and then fine-
tune the selected carrier parameters for payload embedding. Opti-
mization settings accompany the code.

Data. We evaluate three 3 x 64 x 64 RGB targets—a flat gradient,
a periodic stripe pattern, and a checkerboard pattern—each fit with
10 random seeds and 256 Gaussian primitives (see Supplementary
Figure S1). For the 64 x 64, 256-primitive setting, the 8-bit payload
corresponds to 0.031 bits per primitive, or 0.00195 bits per ren-
dered pixel. The payload is carried by the selected carrier actions.

4 Evaluation

Setup. The synthetic targets are a flat gradient, a periodic stripe,
and a checkerboard (see Supplementary Figure S1). Synthetic tar-
gets isolate flat, periodic, and mixed structure. For each synthetic
target, we independently fit 256 Gaussians using 10 random seeds
that were not used during method development, giving 30 fitted
Gaussian sets in total. We evaluate every method on the same 30
sets. Under a fixed k, each set receives an 8-bit payload. We report
three metrics: correct-key BER |, mean wrong-key BERy over
16 wrong keys (target 0.5), and APSNR from the clean fit. Both op-
timization and checkpoint selection use the same 16 wrong keys.

Comparison on Synthetic Targets. Table 1 compares our method
with two baselines. Both use the same allowed Gaussian param-
eter edits, 8-bit payload, and spatial restrictions as our method.
Matched-random uses the key but chooses edits at random. Greedy
no-key chooses the lowest-cost allowed edits without a key. We do
not compare against radiance-field or 3DGS watermarking meth-
ods, which evaluate a different 3D setting. Our method and greedy
no-key recover all 240 payload bits. Matched-random makes pay-
load errors on 5 of the 30 sets and matches our method on the
other 25. The paired permutation p-values are 0.031 (one-sided)
and 0.062 (two-sided). Mean wrong-key BER is 0.543 for our method
and 0.565 for matched-random. Our wrong-key BER stays between
0.4 and 0.6 on 27 of the 30 sets. Matched-random has a smaller
APSNR, but it does not recover every payload. Most APSNR val-
ues for our method are near 0, while a few outliers raise the mean.
Filtering leaves 182-422 eligible parameter edits per set, but only
2-5 Gaussians are modified.

Ablation Study. Table 2 removes one component at a time on
the nine-fit development set. Without the Sinkhorn distribution
term [Cuturi 2013], some correct-key errors appear, but wrong-
key BER remains near 0.5. The two-channel variant uses only log-
anisotropy and opacity. It recovers every payload bit, but its wrong-
key BER increases to 0.571. The most periodic region permits only



Table 1: Results on 30 fitted Gaussian sets with an 8-bit pay-
load. Values are reported as mean + standard deviation.

Method BER, ! BERy—0.5 APSNR]

Matched random  0.042,11;  0.565.0066 0-066.¢ 129
Greedy no-key ~ 0.000. o9 N/A 0.0759.206
Ours 0.000,000 0.543.005 0.091.0 154

Table 2: Ablation results on a separate nine-fit development
set. All rows use the same nine fits and 8-bit payload. Values
are reported as mean + standard deviation.

Ablation BER, | BER,,—05 APSNR|

Ours 0.000.0000 0.514.0026 0.584.1348
— Sinkhorn 0.028,00ss 0.512.00s5 0.509:0 gas
2-channel only 0.000,0000 0.571.057 1.021,;g¢0
— region policy 0.069. 0110 0.567.0054 0.011.0 024

— coverage balancing  0.042,( 155 0.523.5039 0.899.; 496

luminance edits, so this region cannot carry the payload in the
two-channel variant. Removing the region policy or coverage bal-
ancing, which spreads edits across image regions, also introduces
correct-key errors and moves wrong-key BER away from 0.5. The
small APSNR without the region policy is not a comparable im-
provement because that variant does not recover every bit.

Robustness. Using the seed-0 fit of each synthetic target, we test
all 256 possible 8-bit byte values. The average correct-key BER is
0.030, while wrong-key decoding stays close to chance (0.500). In
total, 623/768 target-byte cases decode correctly. Errors concen-
trate on the periodic stripe target, the hardest case. Supplemen-
tary Section S6 and Figure S3 report recovery and APSNR at differ-
ent payload lengths on the nine-fit development set. We then add
noise to the payload-carrying parameters of nine fitted sets. The
uniform and Gaussian noise have standard deviations of approxi-
mately 0.0058 and 0.005, respectively. Supplementary Table S1 re-
ports four noise scales over 27 evaluations each. Mean correct-key
BER rises to 0.042 under uniform noise and 0.060 under Gaussian
noise, while wrong-key BER stays near 0.5. After 200 additional
optimization steps using only the reconstruction loss, correct-key
BER rises to 0.264. A new Gaussian fit of the rendered image raises
correct-key BER to about 0.75, so recovery fails.

Natural Images. We use 24 Kodak images [Franzen 1999] and
100 DIV2K validation crops [Agustsson and Timofte 2017] prepared
at 3 x 256 x 256 to embed the fixed 8-bit payload. All methods suc-
ceed with 8,192 Gaussians, so we reduce the count. We select 4,096
Gaussians using a separate set of 12 images and evaluate all three
methods on the remaining 112 images. Our method and greedy no-
key recover all 112 payloads, while matched-random recovers 110.
Our wrong-key BER remains close to chance at 0.520. Mean clean-
fit PSNR is 33.68 dB, with 97 /112 images above 30 dB. On the same
covers, pretrained RoSteALS recovers 109 of 112 bytes at 26.77 dB,
while our method recovers all 112 at 57.24 dB (Supplementary Ta-
ble S2). RoSteALS needs no key for decoding.

Wau et al.

Table 3: Results on 112 held-out RGB images at 3 x 256 x 256
using 4,096 Gaussians and a fixed 8-bit payload. Recovery
requires all eight bits to be correct. Values are mean + stan-
dard deviation.

Payloads
Method recovered T BERy | BER,;—0.5 APSNR]
Matched random  110/112  0.003.9026 0.525.0019 0.013,0.023
Greedy no-key 112/112  0.000( oo N/A 0.006.40.014
Ours 112/112  0.000,0000 0.520.002 0.009.0016

Conclusion. We introduce a novel steganography method for im-
age representations based on 2D Gaussians, embedding payloads
directly in the Gaussian primitives rather than image pixels. Ex-
periments on natural images and controlled synthetic cases—{lat,
periodic, and mixed structures—show that the correct key reliably
recovers the payload, while other keys yield near-random decod-
ing. Our method adds a new level of complexity in steganogra-
phy methods, benefiting content creators with additional security
against malicious activities.
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